(Ne)poznati napadi i zastita
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Sadrza;

« RDP MitM napad (DEMO)
* Defense in depth (sveobuhvatna zastita)

* Tehnologije Windows Servera 2008 koje
podizu sigurnost na mrezi

* Trojanski konj (DEMO)




|ZVOLITE MOJU LOZINKU

ZADATAK - ADMIN PASS
-Pokrenuti ARP poisoning
—-lzvesti RDP MitM napad
—-Pronaci admin password
TREBAMO LI ICI DALJE?
-Upasti na sistem

DEMR



NE DAM SVOJU LOZINKU

ZADATAK - ONEMOGUCITI
RDP MitM NAPAD

-Server 2003 + SPI
ukljuciti RDP preko SSL-a
-Server 2008

-TREBAMO LI ICI DALJE?
—-|PSec na zici

DEMO/ADMIN




Defense in Depth
(Sveobuhvatna zastita)
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Defense in depth

/ \ Windows update
[ Upravljanje zakrpama ] |

Microsoft update

WSUS 3
SMS (System center)

\ SIGURNOST RACUNALA /




Defense in depth

/ \ Anti Virus
Upravljanje zakrpama Anti Spyware

Anti RootKit
Anti Spam
ANTI MALWARE

Zastita od virusa

\ SIGURNOST RACUNALA /




Defense In depth

ﬁ Upravljanje zakrpama \

Zastita od virusa

Vatrozid

\ SIGURNOST RACUNALA /

Na granici mreze
Na svakom serveru
Na svakom racunalu

ALGEBRA
uciLiIsT!:



Defense in depth

ﬁ Upravljanje zakrpama \

Zastita od virusa

Vatrozid
. Detekcija
IDS, IPS, Honeynet Prevencija
< Zamka

K SIGURNOST RACUNALA /




Defense in depth

ﬁ Upravljanje zakrpama \

Zastita od virusa

Vatrozid

IDS, IPS, Honeynet | Registry

Hardening servera

K SIGURNOST RACUNALA j




Defense In depth

4 \ [ Podaci ]

ACL

Enkripcija
EFS
\_ SIGURNOST PODATAKA
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Defense in depth

-

Hardening aplikacija
Antivirus

-
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Podaci

Aplikacije

SIGURNOST PODATAKA

ALGEBRA
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Defense In depth

/
IPSec
802.1X
MAC Filtering
VLAN
o
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UnutrasSnja mreza
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SIGURNOST MREZE

/

ALGEBRA



Defense In depth
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UnutrasSnja mreza
VLAN

IPSec Perimeter

SIGURNOST MREZE
\ VAN /

ALGEBRA
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Defense in depth

ﬁ . \ r Podaci
Upravljanje zakrpama L

Aplikacije

Zastita od virusa

SIGURNOST PODATAKA

Vatrozid

7 N

IDS, IPS, Honeynet UnutrasSnja mreza

Hardening servera Perimeter

\ SIGURNOST RACUNALA / SIGURNOST MREZE
NG /
FIZICKA SIGURNOST

POLICY, PROCEDURE i OSVJESCENOST KORISNIKA !!!
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Kako Windows Server 2008
doprinosi sigurnosti
mreze/racunala?
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Windows Server 2008

* Terminalni servisi
— Udaljene aplikacije
— TS Gateway
— TS Web pristup
— RDC 6.0 (6.1)

 Network Access Proteciton
 TCP/IP promjene
e Internet Information Services 7




Windows Server 2008 (2)

 Read Only Domain Controler
 BitLocker drive enkripcija

« Core verzija Windows Servera 2008

* Address Space Layout Randomization
* Windows Service Hardening

* Local system account — manje servisa
* Cryptography Next Generation



MOLIM TE POKRENI ME

ZADATAK - PRISTUP RACUNALU
-Kreirati trojanskog konja
—Navesti zrtvu da ga pokrene
-Spojiti se na zrtvino racunalo
TREBAMO LI ICI DALJE?
-Potpuna kontrola zrtve ...

DEMO/HACKER



NE trojanskim konjima

ZADATAK - ONEMOGUCITI
NAPAD TROJANSKIM KONJIMA
-Edukacija korisnika
—Osvjescenost

—Ne biti admin na racunalu
-lzbjegavati softver iz
nepouzdanih izvora

DEMO/ADMIN




Linkovi

 CEH sluzbene stranice

» Algebra

» Robert Petruni¢ — blog

» Tekst koji opisuje ranjivost TS-a

» Home of Server 2008

* Top 10 novih stvari u Serveru 2008

ALGEBRA
GeiLidre


http://www.eccouncil.org/
http://www.algebra.hr/
http://windowsserver.bloger.hr/
http://www.securiteam.com/windowsntfocus/5EP010KG0G.html
http://windowsserver.bloger.hr/
http://windowsserver.bloger.hr/
http://www.securiteam.com/windowsntfocus/5EP010KG0G.html
http://www.securiteam.com/windowsntfocus/5EP010KG0G.html
http://www.securiteam.com/windowsntfocus/5EP010KG0G.html
http://www.securiteam.com/windowsntfocus/5EP010KG0G.html
http://www.microsoft.com/windowsserver2008/default.mspx
http://www.betanews.com/article/Top_10_New_Features_in_Windows_Server_2008/1180045346

robert.petrunic@algebra.hr
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