(Ne)poznati napadi i zastita
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Sadrza;

« RDP MitM napad (DEMO)
* Defense in depth (sveobuhvatna zastita)

* Tehnologije Windows Servera 2008 koje
podizu sigurnost na mrezi

* Trojanski konj (DEMO)




|ZVOLITE MOJU LOZINKU

ZADATAK 0 ADMIN PASS
-Pokrenuti ARP poisoning
-lzvesti RDP MitM napad
-PronalLi admin
TREBAMO LI | kIl
-Upasti na sistem

DEMO/HACKER



NE DAM SVOJU LOZINKU

ZADATAKOONEMOGUK I TI
RDP MitM NAPAD
-Server 2003 + SP1
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-Server 2008 __
-TREBAMO LI

-l PSec na GiI ci
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Defense in Depth
(Sveobuhvatna zastita)
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Defense in depth

/ — \ Windows update
[ Upravljanje zakrpama ] | Microsoft update

WSUS 3
SMS (System center)
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Defense in depth

/ \ Anti Virus
Upravljanje zakrpama ] Anti Spyware

Anti RootKit
Anti Spam
ANTI MALWARE

ZaGtita od }Lv
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Defense In depth

ZaGtita od }i

Vatrozid ]

ﬁ Upravljanje zakrpama ]\
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Na granici m
Na svakom serveru
svakom ralu
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Defense in depth

ﬁ Upravljanje zakrpama ]\

ZaGtita od }irusa

Vatrozid
. Detekcija
IDS, IPS, Honeynet Prevencija
< Zamka
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Defense in depth

ﬁ Upravljanje zakrpama ]\

ZaGtita od }irusa

Vatrozid

IDS, IPS, Honeynet | Registry

Hardening servera

\ S| GURNOST RAI'yZALA




Defense In depth

4 \\ [ Podaci ]

ACL

Enkripcija
EFS J

-

SIGURNOST PODATAKA
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Defense In depth
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Hardening aplikacija
Antivirus
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Podaci

Aplikacije

SIGURNOST PODATAKA
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Defense In depth

4 I
IPSec [ Unutraana]mreGa
802.1X
MAC Filtering
VLAN
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Defense In depth

VLAN
IPSec
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UnutraGnj a
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Perimeter
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Defense in depth

ﬁ Upravljanje zakrpama ]\ L Podaci

Aplikacije

ZaGtita od }ir

SIGURNOST PODATAKA

Vatrozid
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IDS, IPS, Honeynet | UnutraGnj a

Hardening servera Perimeter
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FI ZIIl KA SI GURNOST
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Kako Windows Server 2008
doprinosi sigurnosti
mreze/racunala?
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Windows Server 2008

* Terminalni servisi
— Udaljene aplikacije
— TS Gateway
— TS Web pristup
— RDC 6.0 (6.1)

 Network Access Proteciton
 TCP/IP promjene
e Internet Information Services 7




Windows Server 2008 (2)

 Read Only Domain Controler
 BitLocker drive enkripcija

« Core verzija Windows Servera 2008

* Address Space Layout Randomization
* Windows Service Hardening

* Local system account — manje servisa
* Cryptography Next Generation



MOLIM TE POKRENI ME

ZADATAK3PRI STUP RAI UNALU
—-Kreirati trojanskog konja
-Navest | Grtvu d
-Spoj 1 ti se na
TREBAMO LI |kl

-Pot puna kontrol

DEMO/HACKER



NE trojanskim konjima

ZADATAKOONEMOGUK I TI
NAPAD TROJANSKIM KONIJIMA
-Edukacija korisnika
-Osvj eGLenost
-Ne Dbi t i admi n
-lzbjegavati softver iz
nepouzdanih izvora

DEMO/ADMI N




Linkovi

 CEH sluzbene stranice

» Algebra

» Robert Petruni¢ — blog

» Tekst koji opisuje ranjivost TS-a

» Home of Server 2008

* Top 10 novih stvari u Serveru 2008
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http://www.eccouncil.org/
http://www.algebra.hr/
http://windowsserver.bloger.hr/
http://www.securiteam.com/windowsntfocus/5EP010KG0G.html
http://windowsserver.bloger.hr/
http://windowsserver.bloger.hr/
http://www.securiteam.com/windowsntfocus/5EP010KG0G.html
http://www.securiteam.com/windowsntfocus/5EP010KG0G.html
http://www.securiteam.com/windowsntfocus/5EP010KG0G.html
http://www.securiteam.com/windowsntfocus/5EP010KG0G.html
http://www.microsoft.com/windowsserver2008/default.mspx
http://www.betanews.com/article/Top_10_New_Features_in_Windows_Server_2008/1180045346
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